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Migrate Canvas integrations from Inherited API keys to
Scoped API Developer Keys

Last Modified on 07/09/2026 3:40 pm IDT
|, @ This article is designated for administrators.

About

As of May 2026, Instructure has begun updating support for inherited API developer
keys in Canvas. As a result, Kaltura is deprecating the use of the Kaltura Inherited API
Developer Key in Canvas integrations.

This article explains how to migrate an existing Canvas integration from an Inherited
API key to a Scoped API Developer Key and disable the inherited key.

After completing this procedure, users may be prompted to authorize Kaltura again the
first time they access My Media or Media Gallery in Canvas.

0
Need the full setup guide?

This article covers the standalone migration process to a Scoped API Developer Key.
If you are performing a first-time installation or want to see how this step fits into
the complete end-to-end integration, see Set up Kaltura LMS Video integration LTI
1.3 in Canvas.

Check whether your integration uses an Inherited key

1. Log into your KAF Configuration Management console and open the Canvas
module. You can also navigate directly:
(https://{your_KAF_base URL}/admin/config/tab/canvas).

ModulesCustom / core
I kaf

Browseandembed
Canvas =
Hosted

Hostedrelated

Ltigrading

The Canvas page displays.
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Map each Canvas role into a Lti Role
1

Header
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Player

PlaylistPage
Recapicha
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Security
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UserSelect

ItiRole

canvasRole
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3

canvasRole

Yes v

Enable the Canvas module.

When set fo Yes, Public courses in Canvas will expose Media Gallery to anonymous users (Anonymous LTI role needs to be
mapped to KAF viewRole' role).

StudentEnrollment

Learner

StudentViewEnrollment

Learner

TeacherEnroliment

2. Scroll down to the useScopedKey setting.

use ScopedKey

e |If useScopedKey is set to 'Yes', your integration already uses a Scoped API

Developer Key.

¢ |If useScopedKey is set to 'No', your integration uses the Inherited Canvas APl key

and should be migrated.

Migrate to a Scoped API Developer Key

Step 1 - Create a Scoped API Developer Key

1. Log into Canvas as an administrator.

2. Navigate to the Developer Keys page.

3. On the Developer Keys page, click + Developer Key and select + APl Key from

the drop-down menu.
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— Kaltura » Developer Keys

Courses

Developer Keys
People
Permissions Account Inherited
Sub-Accounts

Terms All v Q, Search by name, email, ot

Authentication i =
e MName Owner Email Details = Stats Type + APl Key
Themes
Access Token Count: + LTI Key
Developer Keys g " 226500000000/ 0
;:Il(l:,:;v'dw No Email S Ky Created: Oct 14 at ) + LTI Registration
My Media Talia = &:47pm
account navigation Last Used: Never
ePortfalio Access Token Count:
Moderation ; 226500000000 o T S
:‘::ll:,:a\{'ldt—e Show Key Created: Oct 10 at ) (..r/l
Settings B! 5:25pm o

Last Used: Never

The 'Key Settings' page displays.

Key Settings

Key Name:

| Unnamed Tool |

Owner Email:

Redirect URIs:

P

Rediract URI: must match exactly, mehiding casing, protocel, host, port,
path, and query strinz. Up to 64 radirect URIs are allowed per developer
Tl

Linked Partner App: (D

Vendor Code (LTI 2):

lcon URL:

Notes:

|:| Test Cluster Only

Client Credentials Audience: (@)

| Canvas R |

4. Configure the following:

o Key Name - Kaltura Scoped API Key
e Owner Email - Optional
e Redirect URLs - Enter the following four KAF URLs:
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o For the {your_KAF_base_URL} use your PID-based KAF domain or your KAF domain alias or
vanity domain, if applicable.

o Make sure thereis no / (slash) at the end of the URL.

o https://{your_KAF_base_URL}/canvas/index/create-token-from-code/target/browseandembed

o https://{your_KAF_base_URL}/canvas/index/create-token-from-code/target/browseandembed?
type=quiz

o https://{your_KAF_base_URL}/canvas/index/create-token-from-code/target/course-gallery

o https://{your_KAF_base_URL}/canvas/index/create-token-from-code/target/my-media

Vendor Code (LTI 2) - Leave blank

Icon URL - Optional

Notes - Optional

Test Cluster Only - Leave unchecked
Client Credentials Audience - Select Canvas

Your Key Settings will now look similar to the following:
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Key Settings

Key Mame:

Kaltura Scoped API Key - canvashtil3tstd - 7/7/202¢

Owner Email:

jack.sharon@kaltura.com

Redirect URIs:

https:/fcanvasitil 3tstd.kaf kaltura.com/canvas/inde
%/create-token-from-code/target/browseandembed
https:/fcanvasltil3tstd. kaf kaltura.com/canvas/inde
»/create-token-from-
code/target/browseandembed *type=quiz
https:/fcanvasitil 3tstd.kaf kaltura.com/canvas/inde
x/create-token-from-code/target/course-gallery
https:/fcanvasltil3tstd kaf kaltura.com/canvas/inde
»/create-token-from-code/target/my-media

4

Fedirect URIs nuost mateh axactly, meluding casing, protocol, host,
port, path, and query strins. L‘phﬂrﬁdﬂaﬂl‘ﬂhm:ﬂmﬁdpﬁ
d.erelupt!h!\.

Linked Partner App: (@)

Vendor Code (LTI 2):

lcon URL:

Motes:

[ Test Cluster Only

Client Credentials Audience: (D)

‘ Canvas R ‘

5. Scroll to the top of the page. If Enforce Scopes is not enabled (the toggle is not
green and checked), click the toggle to enable it.

Key Settings

/

Key Name: x Enforce Scopes
Unnamed Tool

Owner Email:

Redirect URIs:

Redirect URI (Legacyk:
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The 'Enforce Scopes' section expands.

(J ) Enforce Scopes Search endpoints 0

Allow Include Parameters (f)

Read only
¥ Access Tokens
» Account Calendars
3 Account Domain Lookups
¥ Account Notifcations
¥ Account Reports
» Accounts
¥ Adming
¥ Analytics
¥ Announcement Extémal Feeds
» Announcements

S ADE Trkan Srnnas

Cancel Save|

Leave Allow Include Parameters unchecked.
6. Scroll down to Courses and click to expand.
7. Check the following scopes:

e url:GET]|/api/v1l/courses
e url:GET|/api/v1l/courses/:id
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Key Settings

Hay Name: c’) Enforce Scopes Search endpoints Q
Kaltura Scoy APl Key
ped | Allow Include Parameters ()
Owner Emall:
admin@university.edu _J Readonly (gt )
Redirect URE: a
) ] Course Audit log
https: /123456 kat kaltura.com
| % Course Pace
Linked Partner App: () | ¥ Course Quiz Extensions .
| » Course Reports
Redirect URI (Legacy): —
| » Courses (cen)
hittpa 123454 kat kaltura.com R
a url:GET|/api/vl/courses (GET)
Vendor Code (LTI 2) —
url:PUT |/api/v1/courses/ id (Pm)
leon URL: e -
.J url-GET|/api/v1/courses/ id {(GETY
url:DELETE api/vl fcourses/3d ('DELETE)
Notes:
wrl:POST|/api /vl accounts/account_id/courses {_r’-"&f.':/‘.
v

Test Cluster Only

Client Credentials Audience: (@)

Canvas W

8. Scroll down to Users and click to expand.
9. Check the following scope:

e url:GET|/api/v1/users/:user_id/profile
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Key Settings
Key Name: (.:/) Enforce Scopes Caaih sk ts Q
Kaltura Scoped API Key
Allow Include Parameters ()
Owner Email:
adming@university.edu Read only ( pct )
Redirect URIs: - -
= urkGET|/api/v1/users/page_views/query/:query_id ( GET)
hitps:# 123456 kaf kaltura.com —_
urkGET|/api/v1/users/page_views/query/,query_id/results (GET)
Linked Partner App: (D \[-} urkGET|/api/v1/users/ user_id/profile (GeT)
urkGET|/api/v1/users/ user_id/avatars (ot
Redirect URI (Legacy): urkGET|/api/v1 /users/selt/course_nicknames G
https: i 123456 kaf_kaltura.com .
tGET|/api/v1/ /et kg (GET)
Vendor Eode LTI 2 urkGET|/api/v1/users/self/course_nicknames/ course_id (GET)
urkPUT|/api/v1/users/self/course_nicknames. .course_id \ PUT
Icon URL:
urk DELETE|/apis'v1/users/self/course_nicknames/ course_id (DELETE)
Notes: urk DELETE|/api/v1/users/self/course_nicknames { DELETE )
> What If Grades '
A
Test Cluster Only
Client Credentials Audience: ()
Canvas b4

10. Click Save.

The 'Developer Key Created' message displays:

Developer Key Created

Copy this secret down now. Once you close this dialog you won't be able to retrieve the full
secret anymore. The full secret is only shown immediately after creation or regeneration.

API Key secret

| Aty9mzEVTZBhmmM2LkRuDh36JGMhFBLZQZmyt?CCG6PIMX7ILUPLY2Z329GZaF X2 ‘

TP SR ES RS EeY

11. Copy the API Developer Key secret and store it in a secure location.

O
Make sure to copy the API Developer Key before closing the dialog box. After the

dialog box is closed, the key can no longer be viewed.

12. Click Close.
The 'Developer Keys' page displays.

13. Select the Account tab.
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‘ Account Inherited

14. Locate the Scoped API Developer Key you created and click the State toggle to
turn on the key.

A confirmation message appears.
15. Click Switch to On.

When enabled, the toggle turns green.

Step 2 - Set API developer key in Canvas module
1. Log into your Configuration Management console and open the Canvas module.

You can also navigate directly:
(https://{your_KAF_base URL}/admin/config/tab/canvas).

ModulesCustom / core
I kaf

Browseandembed
Canvas -
Hosted

Hostedrelated

Ltigrading

The 'Canvas' page displays.
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MANAGE USERS | MANAGE GROUPS

Configuration Management

KNOWLEDGE BASE | CLEARTHECACHE | GOTO SITE

Server Tools
Backup Configuration
Player replacement tool

Global
Application

Canvas

enabled

AddNew

Auth
Categories
Channels
Client

Debug
EmailService
EmailTemplates
Gallery

Yes v

Enable the Canvas module.

When set fo Yes, Public courses in Canvas will expose Media Gallery to anonymous users (Anonymous LTI role needs to be
mapped to KAF viewRole' role).

Map each Canvas role into a Lti Role
—1

Header

Icalendar
Languages

Login
MediaCollaboration
Metadata
Moderation
My-media
Navigatien

Player

PlaylistPage
Recapicha

Search

Security
SharedRepositories
UserSelect

ItiRole

| StudentEnroliment |

| Learner |

canvasRole

ItiRole

| StudentViewEnroliment |

| Leamner |

canvasRole

| TeacherEnroliment |

2. Scroll down to the useScopedKey field and set it to 'Yes'.

This exposes the Canvas Account APl Developer Key settings.

useScopedKey

customAppld

customAppKey

enableUserProfileScope

useCustomContextValues

:Yesv

T

Yes w

| No |

Flease make sure that your Canvas key covers the following scopes
url GET)/apivi/courses

url GET/apiv1/coursesiid

urlk GET|/apiivi/users/ user_idiprofile

This is a temporary field, and should be set to “1" when using a scoped key
In case your Canvas scope key does not have the
urt GET|/apifv1/usersi user_id/profile” scope, set this field to “0” as a temporary
solution until your Canvas admin adds the scope

The contents of this section affect only the My Media publishing capability
When enabled. you can customize the following context values

1. confext 1D which affects the Kaltura category

2. context label which affects the display of the Kaltura calegory name

3. Set the enableUserProfileScope field to 'Yes'.

This setting works with the Canvas user profile scope configured when creating the
Scoped API Developer Key and helps prevent repeated authorization prompts when

users switch between Canvas environments or Kaltura tools.

4. Fill in the customAppld and customAppKey fields using the Client ID and API

Developer Key secret for the Scoped API Developer Key you created above:

Copyright © 2025 Kaltura Inc. All Rights Reserved. Designated trademarks and brands are the property of their respective owners. Use of this document
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¢ In Canvas, navigate to the Developer Keys page and locate the Canvas API
Developer Key you created.
e Copy the Client ID and paste it into the customAppld field in the Canvas module.

Account Inherited
Al W Q, Search by name, email, or -+ Developer Key
Name : Owner Email : Details ~ Stats : Type : State : Actions
e Access Token
e Count: 0
Kaltura Scoped API e e d: 25 @)
Key admin@university.edu Regenerate Sarvel Created: May 25 l\(/)} -

i ) at 11:53am
URI: https: //isssiting Last Used: Never
1 kaf kaltura.com

e Copy the API Developer Key secret that you saved when creating the Scoped API
Developer Key and paste it into the customAppKey field in the Canvas module.

The Canvas module useScopedKey section should now look like this:

Please make sure that your Canvas key covers the following scopes
url: GET|/api/v1/courses

urt GET)/apiivi/coursestid

urlk GET)/apilvi/users/.user_id/profile

useScopedKey Yes v

enableUserProfile Scope Yes v

This is a lemporary field, and should be set to “1” when using a scoped key

In case your Canvas scope key does not have the

“urt GET)/apilviiusers/.user_id/profile” scope, set this field to “0" as a temporary
solution until your Canvas admin adds the scope

customAppld 221 8 27

customAppKey BKVVEaez7KLANMWaP27xt2nBT

The contents of this section affect only the My Media publishing capability.
When enabled, you can customize the following context values:

1. context ID which affects the Kaltura category

2. context label which aflects the display of the Kaltura category name

useCustomContextValues No v

5. Scroll to the bottom of the Canvas module and click Save.

Step 3 - Turn off the inherited Kaltura developer key

After confirming that the Scoped API Developer Key is configured in the Canvas module,
disable the inherited Kaltura developer key.

1. Log into Canvas as an administrator.
2. Navigate to the Developer Keys page.

Copyright © 2025 Kaltura Inc. All Rights Reserved. Designated trademarks and brands are the property of their respective owners. Use of this document
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3. Select the Inherited tab.

Account \ Inherited

All ~ Q, Search by name or ID Clear

4. In the search box, enter 'Kaltura'.

If no results display, click Show All Keys.

Account Inherited
All LY Q, Kaltura
Name : Id ~

Nothing here yet

Show All Keys

State :

The Inherited Kaltura APl Developer Key is listed (for example, Kaltura - 2026-04-30

22:24:54 UTQ).
Account Inherited
All ~ Q Kaltura Clear
Mame : Id =
Kaltura - 2024-04-30 22:24:54 UTC 170000000002405

State :

T

5. Click the State toggle to turn off the key.
A confirmation message displays.
6. Click Switch to Off to complete the action.

When disabled, the toggle turns gray.

Test the integration

Copyright © 2025 Kaltura Inc. All Rights Reserved. Designated trademarks and brands are the property of their respective owners. Use of this document
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After implementing a new API Developer Key, users are prompted to authorize
Kaltura again the first time they launch My Media or Media Gallery.

1. Log into Canvas.
2. Locate the button for the Kaltura My Media Tool
3. Click on the button to launch the tool

A popup displays similar to the one pictured below.

Kaltura Scoped API Key

Kaltura Scoped API Key is requesting access to your account.

You are authorizing this app as Admin
Your email address is admin@university.edu |

Cancel

4. Click Authorize.

My Media opens and displays the media available to the user and a new Account
Token is created for the user.

If the authorization prompt does not display or an error occurs, contact Kaltura
Customer Support.
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