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Manage SAML profiles in Rich Media CMS
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@ This article is designated for administrators.

About

This article explains how to view, edit, and delete SAML profiles in the Rich Media
Content Management System (Rich Media CMS).

SAML profiles connect Kaltura to your Identity Provider (IdP) and enable single sign-on
(SS0O). Use this page to monitor profile status and manage existing configurations.

Access the SAML profiles page

1. Log into your Rich Media CMS.
The Entries page displays by default.
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2. Click the settings (gear) icon at the top right of the page.
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The 'Account' settings page displays.
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Name of Publisher/Company

Name of Account Owner

Phone.

Website

Describe Yourself

Account Reference ID

isup

*  Knowledge Center

* 0505050505

Other

CUSTOMDATA MY USER

3. Click the Authentication tab at the top right.
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Name of Publisher/Company

Name of Account Owner

* | Knowledge Center

The 'SAML profiles' page displays.
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ACCOUNT  INTEGRATION  ACCESS C

New SAML profile EECRLIV{IEN

Name Description

New profile K...

Test... (Admin) Thisisatestpr...

Test... (Admin) Thisisatestpr..

Test... (Admin) Thisisatestpr..

Test... (Admin) Thisisatestpr

If no profiles exist, the list is empty and reads "No Results".

View SAML profiles

ONTROL  REACH

65db495b68fc...
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TRANSCODING
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® Draft

® Draft

® Draft

® Draft

® Draft
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saml

saml

saml

saml

saml

MY USER  ACCOUNT INFORMATION

Provider (IdP)

okta

akamai

azure

okta

azure

Creationdate v

02/25/2024 09:06

11/28/2023 13:20

11/27/2023 15:32

11/27/2023 14:28

11/27/2023 14:25

AUTHENTICATION

AUTOMATION MANAGER

@)
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The SAML profiles page displays all configured profiles. The following columns are

displayed:

¢ Name - Profile name

e Description - Profile description
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¢ ID - Automatically generated profile ID

Status - Draft or Ready
e Type - Authentication type

Provider (IdP) - Selected provider
Creation date - Date created (sortable)

You can sort profiles by clicking the Creation date column.
Understanding draft and ready status
A profile can have one of the following statuses:

e Draft - One or more required fields are missing.
e Ready - All required fields are populated.

Required fields include:

e Name

Entity ID
Login URL
IdP certificate

Core_User_Email attribute mapping

Edit a SAML profile

1. Click the three dots to the right of the relevant SAML profile and select Edit.
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ACCOUNT  INTEGRATION ~ ACCESSCONTROL REACH TRANSCODING CUSTOMDATA MY USER ~ ACCOUNT INFORMATION ~ AUTHENTICATION ~ AUTOMATION MANAGER

New SAML profile [EJZISIIS 184

Name Description ID Status Type Provider (IdP) Creationdate v
New profile K... 65db495b68fc ® Draft saml okta 02/25/2024 09:06

Edit i)
Test... (Admin) Thisisatestpr.. 65662f702058... ® Draft saml akamai 11/28/2023 13:21 Delete
Test... (Admin) Thisisatestpr 6564fceca058. ® Draft saml azure 11/27/2023 15:32
Test... (Admin) Thisisatestpr.. 6564ede8a05.. ® Draft saml okta 11/27/2023 14:28
Test... (Admin) Thisisatestpr. 6564edlecéa’. ® Draft saml azure 11/27/2023 14:25
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The 'Edit profile' page displays.
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Edit profile Cancel
-
For instructions on how to configure a new SSQ profile visit our S50 profile configuration guide
Name * | TestProfileC
Description This is a test profile.
Provider AWS v
Service provider settings
Click here to do download metadata as a URL or File
Single signon URL @ https://auth.nvp1.ovp.kaltura.com/apifv1/auth-manager/saml/ac &
EntityID @ * | kaltura-auth-admin |
Sign SAML Request @ ()
Signing certificate k=
Encryption @ ()
Encryption key B
-

2. Edit the information as desired and click Save when finished.

Delete a SAML profile
1. Click the three dots to the right of the relevant SAML profile and select Delete.

CONTENT STUDIO A cs SERVICES DASHBOARD + Create

ACCOUNT  INTEGRATION ~ ACCESSCONTROL REACH TRANSCODING CUSTOMDATA MY USER  ACCOUNTINFORMATION  AUTHENTICATION  AUTOMATION MANAGER

(NI 5 Profiles <
Name Description D Status Type Provider (IdP) Creationdate v/
New profile K... 65db495bé68fc. ® Draft saml okta 02/25/2024 09:06|
Edit

Test... (Admin) Thisisatestpr. 65662f70a058.. ® Draft saml akamai 11/28/2023 13:20| Delete&'
Test... (Admin) Thisisatestpr.. 6564fceca058... ® Draft saml azure 11/27/2023 15:32
Test... (Admin) Thisisatestpr.. 6564ede8a05.. ® Draft saml okta 11/27/2023 14:28
Test... (Admin) Thisisatestpr. 6564edlecéba’... ® Draft saml azure 11/27/2023 14:25

1 Showrows 25 v

A confirmation message displays asking you to confirm your action.

Copyright © 2025 Kaltura Inc. All Rights Reserved. Designated trademarks and brands are the property of their respective owners. Use of this document
constitutes acceptance of the Kaltura Terms of Use and Privacy Policy.



= kaltura

Delete profile

Are you sure you what to deletet he selected profile?
"Test Profile C"

To confirm, type "Test Profile C" in the box below

Cancel

2. To confirm, type the profile name in the Profile name field.

The name must be typed exactly as it is shown in the Rich Media CMS. Only
then will the Delete this profile button be enabled.

3. Click Delete this profile. The profile is deleted from the Rich Media CMS.
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