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[ @, This article is designated for administrators.

About

Hold Your Own Key (HYOK) is a security model where clients generate, manage, and
store their own encryption keys, ensuring full control over the encryption and
decryption of their data. In this model, the service providers, i.e. Kaltura, in this case,
never have access to the encryption keys, allowing clients to maintain maximum
privacy and data security.

HYOK flow

1. The client should manage their own keys using AWS Key Management Service
(KMS). Here you can:

o Centrally create, view, edit, monitor, enable or disable, rotate, and schedule
deletion of KMS keys.

o Define the policies that control how and by whom KMS keys can be used.

o Audit the usage to prove that it is being used correctly. Auditing is supported by
the AWS KMS API, but not by the AWS Management Console.

2. The client should assign Kaltura permissions to the key via an AWS IAM Role with
the option to use grants. To learn more, see Authentication and Access Control for
AWS KMS.

Authentication and access control for AWS KMS

Copyright © 2024 Kaltura Inc. All Rights Reserved. Designated trademarks and brands are the property of their respective owners. Use of this document
constitutes acceptance of the Kaltura Terms of Use and Privacy Policy.


https://aws.amazon.com/kms/
https://docs.aws.amazon.com/kms/latest/APIReference/
https://console.aws.amazon.com/kms
https://docs.aws.amazon.com/kms/latest/developerguide/control-access.html
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For more information, see AWS Key Management Service, and AWS KMS concepts.

3. Kaltura will manage a dedicated S3 bucket for the client. Using the IAM role, Kalutra
gets permission to the encrypted key and the S3 bucket. To learn more, see
Amazon IAM - Identity and Access Management.

A ifthe client decides to revoke access to the Key (essentially revoking the IAM role they gave us), everything

remains encrypted and essentially inaccessible to Kaltura or anyone with access to the S3 bucket.

This architecture allows the client to have full control of encryption and decryption
operations, minimizing the security risks associated with storing and processing
sensitive data in the cloud. The client can also use AWS monitoring to see who
accessed the key and when.
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https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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Prerequisites & setup

1. Customers must obtain an AWS Account, manage their own AWS KMS keys, and
assign Kaltura permissions to the key via an AWS IAM Role with the option to use
grants.

2. The full HYOK implementation is being set up by Kaltura Professional Services.

To learn more, see HYOK datasheet 1.pdf& or contact your Kaltura representative.
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