.+~ kaltura
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[ @, This article is designated for administrators.

About

The Emaillogin module lets users log in with an authentication link sent to their email
with no need for a password. To use it, you need to have an email service configured
and an email template with the {MAGICLINK} token. Once set up, the authentication
link can be used in registration, invite, and login processes. Each magic link can only be
used once. If you need your magic link to be used more than once, please contact your
Kaltura representative.

;@5 This module requires the Theming module to be enabled. The general login page settings are set on theLogin
module.

@ This module is available by default for Events, but can be enabled for non-Events sessions upon request.
Contact Kaltura to activate it.

A Ensure the password field is hidden or removed from theregistration form in the Basesiteregistration module.

Configure

1. Go to your Configuration Management console and click on the Emaillogin module.
You can also navigate directly using a link:
https://{your_KMS_URL}/admin/config/tab/emaillogin.
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The Emaillogin page displays.
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Player replacement tool __ Module Info
Global

Application description This module allows the appiication users to log in using an authentication link sent fo their email. To use this module
e ‘you must have an email service configured, and an email template to use with {MAGICLINK} token. Once setup, the

AddNew authentication link token can be used in the registration, invite and login flows.

To generate a link for a single user navigate to the user management tab. To generate and download a bulk list of

Auth links use the button below:

Categories

Channels [ Generate inks |

Client

Debug Note « Depends on the Theming module
B —— = The general login page settings are set on the Login module.

EmailService « Make sure to hide or remove the password field from the ion form on the iteregisiration module

EmailTemplates

Gallery

Header enabled Enable the Emaillogin module.

Languages

Login _ ; B

ITemplate Choose a template v Select which email will be sent to the user once login is requested.

IMediaCollaboration P! The email should be prepared in the emailTemplates module, and must contain the {magicLink; token to allow enirance to the
e site.

Metadata

Ioderation I .B

‘ 400 | Set how long the link in the email to the user should be available (in seconds). Default is 900 seconds (15 minutes).

y-media - OO

Navigation

Player emailSeniPageTitle [We've sent you an email | The title of the page presented after the login link was requested

PlaylistPage

Recaptcha email SentPageText [Check your inbox to find the login | The text content of the page presented after the login link was requested

Search

Security iveLogin No v Show a bution to allow the user to input user idipassword to login.

SharedRepositories

Widgets

TimeAndDate clickToLogin No ~ Enable the feature to request users to manually click a “Enter site” button after clicking the magic link in the email

This feature is intended to prevent robots and clients (such as Outlook security features) from invalidaling the magic link.

Modules

2. Configure the following:
enabled - Set to 'Yes' to enable the module.

loginEmailTemplate - Select from the drop-down the email that will be sent to the
user once login is requested (as shown in the example below). The email must first be
prepared in the emailTemplates module, and must contain the {magicLink} token to
allow entrance to the site.

loginEmailTemplate

Choose a template

Choose a templeie
] o . magic link
linkExpiration | Confirm your email |

linkExpiration - Set how long the email link should be available (in seconds). The
default is 900 seconds (15 minutes).

emailSentPageTitle - Enter the title text that you want to appear on the page after
the login link is requested (as shown in the image below).

emailSentPageText - Enter the text that you want to appear on the page after the
login link is requested (as shown in the image below).
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Ry kaltura Welcome to our site

emailSentPageTitle We’ve sent you an email.

nd the login link. Can't find the
emailSentPageText folder or our registration
egistered

showAlternativelLogin - Set to 'Yes' if you want to display a button for users to log in

with their user ID and password as an alternative login method, as shown in the image
below:

-:E:- kaltura Welcome to our site

Join us Now @kaltura.com

™
o

Join the party

»

clickToLogin - Set to 'Yes' if you want users to manually click an Enter site button
after using the magic link in the email (as shown in the image below). This feature

helps prevent robots and security features, like those in Outlook, from invalidating the
magic link.

Copyright © 2024 Kaltura Inc. All Rights Reserved. Designated trademarks and brands are the property of their respective owners. Use of this document
constitutes acceptance of the Kaltura Terms of Use and Privacy Policy.



-~ kaltura

N

2i¢ kaltura  Welcome to our site

ClickToLogin set to ‘Yes’

AdditionalLink

additionalLink | Collapse

Add additional link below the login button.

link Text

linkURL

>
(Coeee )
D

Click below to enter the site

Enter site

The additional link text.

The additional link URL.

Should the link open in a new tab or the same tab.

You can add an additional link as follows:

¢ linkText - Enter the text for the link.
¢ linkURL - Enter the URL of the link.
e newTab - Select from the drop-down whether you want the link to open in a new

tab or the same tab.

The additional link displays on the page, as shown in the image below:
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=i kaltura  Welcome to our site

Join us Now

™
Register I'm not a robot
T

Join the party

3. Click Save.

Once you have configured the module settings, navigate to the Auth module and make
sure you select Loginbyemail in the auth type drop-down options.

e Loginbyemail Model KsAutt ~

LDAP AuthN
| Kaltura AuthN
| SSO Gateway AuthN
| KS_AuthN
| Header AuthN
: Magic-Link AuthN
|

Kaltura Advanced AuthN

s | oginbyemail_Model_KsAuthNAdapte

Generate login links

After the module has been configured, you can distribute login links to users.

A\ Please note that each magic link can only be used once. If you need your magic link to be used more than

once, please contact your Kaltura representative.

Single user

1. Go to the Manage Users tab in the Configuration Management console.

MANAGE CONFIGURATION ~ MANAGE USERS = MANAGEGROUPS | KNOWLEDGEBASE | CLEARTHECACHE = GOTO SITE LOGOUT

User Management N
Number of users: 5
Add user to nstance Remove from site | ( DOWNLOAD CSV | [ BULK LOGIN LINKS

0 User ID First Name Last Name Role Email Extra data Status. Actions

D20326A83ADTE0AD206408C | gy aginv ViewerRole

O |somingraturacom adminonly o adminRole

2. Navigate to the desired user and on the far right click the Actions button.
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3. From the Actions drop-down options, select Copy Login Link.

Active | Actions
F Edit User

Login As

Show Groups
1 Clear Cache -
Block

Remove from site

Copy Login Link

Send confirmation email

Reset user registration info

The User Login Link window displays.

x
User Login Link

hitps: /4834032 mediaspace kaltura.com/emailloginfuserfauth-
redirect?

ks=djJ&NDgzMDAZMnxtzbVSPKVATS INKOTQURIDAXXu1ima
06WVNh1aakU4-
dhGhDwwObCERyJJWycR5R2zD59dnMV2hh2 GITzxBa0MndCy

A ¥

Close

M

4. Click Close.
The link is copied

In bulk
1. At the top of the module page, click the Generate links button.

Emaillogin

Module Info

description This module allows the application users to log in using an authentication link sent to their email. To use this module
you must have an email service configured, and an email template to use with {MAGICLINK} token. Once setup, the
authentication link token can be used in the registration, invite and login flows.
To generate a link for a single user navigate to the user management tab. To generate and download a bulk list of
links use the button below:

__— Generate links
Note s Depends on the Theming module.

» The general login page settings are =et on the Login module.
» Make sure to hide or remove the password field from the registration form on the Basesiteregisiration module.

The Login links generator page displays.
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MANAGE CONFIGURATION MANAGE USERS MANAGE GROUPS KNOWILEDGE BASE CLEAR THE CACHE GO TO SITE LOGOUT

Login links generator

Upload your user emails CSV file, and automatically generate a matching legin links CSV file
You can invite your users from anywhere using these links.

Generate login links

2. Click the Upload emails CSV file button.

Generate login links

oy Upestomascsviie

The Generate Links window displays.

Generate Links

Upload a CSV file containing Email address for each user.

Download the CSV template with examples to ease your work.

Download CSV template Cancel -

3. You have the option to download a CSV template, or upload your own using the
Upload File button.
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