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Understanding shared users in Content Hubs & legacy Video
Portal
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@, This article is designated for administrators.

About

The concept of a 'shared user' in the context of Kaltura's applications is less about the
individual being shared but rather how the application (for example, Content Hubs)
handles the user.

When a shared user logs into one Content Hubs or legacy Video Portal instance and
subsequently logs into another, the application checks for an existing profile (identified
by their email and external ID).

Shared users have the same user ID across different Content Hubs / Vide Portals, and
have the same My Media across all instances they access.

On the other hand, non-shared users (single-application users) get a new user ID every
time they log into a new instance, which can result in one user potentially having
multiple user IDs.

How do | enable shared users?

Any user that authenticates through Authbroker gets an external ID and automatically
becomes a shared user. If Authbroker isn't set up, shared user settings can be
configured in the Application module, specifically the userProfile field.

applicationRegistry | Collapse |

main SiteAlias 4834032 mediaspace kaltura.com Set the main site domain to be used in the Application Registry and AuthBroker modules
(Hostname only, no protocol. E.g. “videos kaltura.com”) . Value should be filled up automatically
by Event Platform Manager (EPM).

appRegistrationlD 64612064001 0462076919313 'l'h?haBpp:jca_tion registry ID. A prerequisite for Application Reqgistry feature set (such as
AuthBroker)

userProfile This Field mdicatgs the use of the User Profile for registration. Application must be registered in

__,./"' ! order to use this field.

A value of 1 in the userProfile field indicates that this application will treat all users as
shared users, while a value of 0 means they are treated as single-application users.

0

It's important to note that a single instance can be configured for either shared or
single-application users, not both. Once set, this configuration cannot be changed
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midway (unless you delete all users and start afresh).

What are the advantages of a shared user?

When a shared user logs into different instances or events on the same partner, the
following items will follow them:

e My Media: Content uploaded on one site will be accessible across all sites.

e Watch Later: Content added to the 'watch later' list in instance A will appear in
instance B, provided the media is available in both instances.

e Auto Login: Users can navigate and auto-login to other sites using the same
account. However, if registration is required, they must still register for the other
instance.

e Analytics: Admins can view a single user's analytics across all sites.

Where is the user information saved?

The shared user's information is split into two types:

1. Basic user information - This information (name, email, title, company, etc.) is
stored once per user. Passwords are also part of basic user information but are kept
in a different location. If a user tries to set a new password, it's overridden by the
old one, ensuring consistency across events. Note, if a returning user has previously
logged in without a password (using a magic link, for example), they might need to
set one for events that require password authentication.

2. Additional registration fields - This information is event-specific and may vary

from event to event.

The information for each user can be seen in the User Management page of the
Configuration Management console, as shown below:
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Basic user information:
firstName: Ido

lastName: fadido

email: ido123123@mailinator.com
title: sadasd

company: kkal

country: AF

slate

city:

dascription

language: an

Vie

vie

vie
Additional registration fields:
» connectWithSponsors: true
vieg = nvid: no-nvid
* ncid: no-ncid
» industry: Financial services
« termscondi: true

uni approvespam: true

vie

Close

While the basic user information will show exactly the same on all sites, the additional
registration fields will differ, and might even be empty in some sites.

Located
Type of on
data which
DB?
Basic user user name,
information object company,
country, zip
Site specificuser Firm,
profile  preferences,
approve

privacy policy

Understanding user IDs

Where can be
updated from

Example info Reasoning

These are things Edit profile
that usually
don’t change for Edit registration

a person

This is a type of Edit registration
custom data on

users - each

partner/event

can have a

different set of

data for the

users

Per site

Same on all
sites

Different for
each site
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A Video Portal instance may have different user types with different IDs, as shown
below:

N
Rich Media CMS users do not appear in the User Management table.
MANAGE CONFIGURATION | MANAGE USERS = MANAGE GROUPS | KNOWLEDGE BASE | CLEARTHECACHE | GOTO SITE
User Management
Number of users: 7
Add user to instance | | Remove from site | | DOWNLOAD CSV |
0 User ID First Name Last Name Role
Single-application user T O :; :;482?;12344283bacc4' or p— adminRole admin@kaltura
T () (Cagé2?&dzcg;fggfaagffoc:éf;iiggggizg9 Jane Doe unmoderatedAdminRole unmoderated@K
<|—0 () idodid3223 Ido Dido viewerRole view@kaltura col

i

'Other' refers to users authenticated via SAML, and legacy user IDs created without
advanced kauth. It does not include advanced authentication users.

Here's how the IDs differ:

¢ Single-application user ID: Partner ID + instance ID + email
e Shared user ID: Partner ID + email

In Kaltura's back-end, shared users also have a unique external ID that will help Kaltura
administrators identify that user as being a shared user. The externalld field (shown in
the image below) will be empty if the user is NOT a shared user.
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What is a returning user?

A 'returning user' is a shared user who has joined previous events and returns for
another event.

When registering for the new event, if the application is set up for shared users, it
checks for an existing user (identified by their email and external ID). If found, the
existing shared user will be registered to the new site, saving the new site-specific
fields if any, and keeping the basic user info unchanged.

You can track analytics on shared and returning users. This includes monitoring their
activities, interactions, and metadata across different events, allowing for detailed
analysis on a per-event and per-user basis.

FAQs

Can some Content Hub / legacy Video Portal sites be set for shared users and
others be set for single-application users under the same Partner ID?

Yes, when a user accesses the site, each site will handle each user according to how it
has been set.

If a shared user registers to a new event set up for single-application too, will
the user get the registration emails?

Yes, everyone will receive emails. Returning users might get a special email recognizing
their status and letting them know their previous personal info is used.
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If no specific email is set up for returning users, they'll get the standard one, same as
regular users.

You can customize an email template specifically for returning users in the
siteregistration module.

confirmationEmailTemplate Choose a template v Choose an email template to send registrants once they confirmed their email address (Configure email templates)

returnUserEmailTemplate Choose a template v Choose an email template to inform refurning users who already have password from previous event to use their previous password in this
event - post registration page (Configure email templates)

blockedEmailTemplate Choose a template w Choose an email template to inform blocked users that they are blocked on this event - post registration page (Configure email templates)

You can also customize an invitation email specially for returning users in the
inviteUsers module

ssolnvitationEmailTemplate Choose a femplate v Choose an email template to invite SSO users fo login to the site (Set SSO Domains | Configure email templates)
returningUserinvitationEmailTemplate | Choose 2 template v Choose an email template to invite refurning users who already have password from previous event to join by confirming the invitation
{Configure email templates

invitationConfirmedEmailTemplate Choose a template Choose an email template to inform invitees that their account is confirmed and they are ready fo login to the application - post confirmation
page (Configure email templates

What happens when | delete a shared user from the system?
Deleting a shared user from the system can only be done using the API.

When deleted, the user's information and access rights across all Event and Content
Hub / legacy Video Portal applications will be removed, and the user will no longer be
able to log in or access any content or events associated with their account.

Deleting a user from the Configuration Management console only removes the user
from the instance, but the user still exists on the database.

What happens if | block a shared user on one event, are they blocked on all
events?

Yes, if you block a shared user on one event, they'll be blocked from logging into all
events. You can consider using "remove from site" as an alternative to blocking.

Are shared users relevant for SSO only use cases?

Since SSO users are identified by their Identity Provider ID, SSO users are always
considered Shared users, as long as the ID passed from the authentication provider is
the same.

Are shared users based on email only?

Yes.
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Why would we even have a Content Hubs / legacy Video Portal set up for
single-application users?

This may be necessary for events that are entirely external and cater to individuals who
are not part of the regular user base.

This ensures a separate user base specifically tailored for that event, or for less secure
environments where you don't want information to flow between different events.

Non-shared instances create separate user profiles for each event, ensuring data
privacy and security.

Can | use shared users for some events and single-application users for
others if | don't want to share users between applications / events?

Please contact your Kaltura Representative.
How can | begin using the shared users system?

To transition from current authentication methods to the new shared user system,
please reach out to your Kaltura representative for assistance.
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