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Configuring the Kaltura user ID value to use with your LMS
integration

Last Modified on 11/03/2024 6:58 pm IST

@ This article is designated for administrators.

About

With the Kaltura LMS integration, user ID records are passed from the LMS to Kaltura
through the LTI launch. For LTI 1.1 authentication (Hosted module > authMethod=lti),
admins can use the ItiUserldAttribute field in the Hosted module to specify which LTI
attribute should serve as the user ID.

For LTI 1.3, the user ID attribute is structured as a JWT claim key/value pair in a JSON
object. In some cases, the desired LTI attribute may be located within a nested claim
rather than as a top-level string claim.

To address this, Kaltura introduced two fields in the Hosted module that allow admins to
set the claim key/value pair for the username in KAF. The fields are exposed when
authMethod is set to LTI 1.3 (Hosted module>authMethod=lItil1.3).

Itil3UserldClaim - The LTI Claim from which the user ID should be taken.

Itil3UserldClaimProperty - The property from the claim from which the user ID
should be taken.

Which KAF fields to use

With LTI 1.1, the user ID value is controlled by the Hosted module's
ItiUserldAttribute field.

ItiUserdAttribute The LTI attribute from which to take the user 1D from. If not specified, user_id will be
used

ItitilserdClaim ___. . | _Configure a claim, from which the user ID shouldbataken from. The follewing fiakd

With LTI 1.3, the user ID value is controlled by either using the Hosted module's
ItiUserldAttribute field, or the Itil3UserldClaim / Itil3UserldClaimProperty
fields.
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used.

Iti13UserldClaim Configure a claim, from which the user |D should be taken from. The following field
Iti13UseridClaimProperty (for ‘claim property’) must also be configured for this to
function properly

Iti13UserldClaimProperty Please fill up ti13UserldClaim firsl. Select which property from the configured claim
should the ‘user ID' be taken from

——ltiQuicomaSenicallRl e Tho LEiirit e 10,06} hasansaadtmmtand aetich e ae—

A Inorderto use the Iti13UserIDClaimProperty, the Iti13UserldClaim field must be populated. Make sure to read

the Order of Operations section below.

Why correct user ID configuration matters

In Kaltura many data objects include a reference to user ID. These include:

e Entry owner

e Playlist owner

e Entry co-publishers

e Entry co-editors

e Entry co-viewers

e Entry cue points

e Category and channel owners
e Category members (includes channel subscribers)
e Groups members

e Analytics

e Comments

A\ During the initial implementation of Kaltura, it is important to determine which LTI attribute to use as the user

ID. When upgrading from LTI 1.1 to LTI 1.3, ensure that the chosen attribute remains available or retains the same
valuein LTI 1.3.

Determining the correct LTI attribute for user ID

The LTI specification typically uses user_id as the default attribute for user ID, though
this may not always be user-friendly. Kaltura provides default values for
ItiUserldAttribute, Itil3UserldClaim, and Itil3UserldClaimProperty fields based
on the LMS type and configured LTI version.

If these default values don’t align with your preferred format, adjust them to any
available attribute in the LTI launch data.

How to determine which attributes are available and which to use
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The LTI launch for each Kaltura tool contains the available LTI attributes that can be
used as the user ID value in Kaltura.

;@5 The following steps are intended for use with Google Chrome. If you're using a different browser, the steps may
vary.

New Kaltura LMS integration

1. Complete the integration of Kaltura with your LMS.
2. Log into your LMS as a user enrolled in a course.

A\ Do not use an account that uses the same user id as a Kaltura KMC (Kaltura Management Console) account.

3. Launch the Kaltura My Media tool.
If this is the first time the user has launched a Kaltura tool, a message will display
requesting you to accept authorization, and a user record will be automatically
created in Kaltura.

4. Log into your Configuration Management console by going to
https://{your_ KAF_URL}/admin.

5. Click on the Manage Users tab in the top black bar.

MANAGE CONFIGURATION MANAGE USERS MANAGE GROUPS KNOWLEDGE BEASE CLEAR THE CACHE GO TO SITE

6. In the User Management page, locate the user record that was created.

0 User ID First Name Last Name Role Email Extra data Status Actions
O |isstudentt Bess Tanbritest privateOniyRole jsstudentt @mailinator com Active Actions
O Jz0000002 Jax Sharon privateOnlyRole Jack Sharon@kaltyra com Active | | Actions
O .10000001 Jack Sharon privateQnlyRole Jack Sharon@kaltura com Active Actions
O J::.‘ sharen@gmail.c Ja Sharon privateOnlyRole Jjasharon@gmail com Active Actions

7. Evaluate the User ID field to determine if it has the correct format.
a. If Yes, then you can use the default KAF settings.
b. If No, then proceed to the section below on Inspecting the LTI Launch.

After upgrading from LTI 1.1to LTI 1.3

1. Complete the LTI upgrade process.

2. Log into your LMS as a user enrolled in a course.
Do not use an account that uses the same user id as a Kaltura KMC (Kaltura
Management Console) account.

Copyright © 2024 Kaltura Inc. All Rights Reserved. Designated trademarks and brands are the property of their respective owners. Use of this document
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3. Login to your KAF Admin Console by going to https://{your KAF_URL}/admin.
If on logging in you receive a a message requesting you to accept
authorization, that is an indicator that you have an issue with user ID matching.
4. Click on the Manage Users tab located in the top black bar.

MANAGE CONFIGURATION MANAGE USERS MANAGE GROUPS KNOWLEDGE BASE CLEAR THE CACHE GO TO SITE

5. Locate the user record for the user account you used in step 2.

O User ID First Name Last Name Role Email Extra data Status Actions

O | sstudenta Bess Tanbritest privateOnlyRole jgstudenti @mailinator com Active Actions
1

(0 jz2o000002 Jax Sharon privateOnlyRole Jack Sharon@kaltura com Active | | Actions

O J10000001 Jack Sharon privateOnlyRole Jack Sharon@kaltura.com Active | | Actions

O J::: sharon@gmail.c Jax Sharon privateOniyRole Jax sharon@gmail. com Active Actions

6. Delete the user record in KAF.

A Deleting the user record in KAF will not have any effect on existing entries or data records in Kaltura. The
LTl integration will automatically create a new user record the next time the user launches one of the Kaltura

tools.

In the User Management page, locate the user record you want to delete.
Click on the Actions button.

In the Actions menu, click on Remove from site.

In the Delete User popup box, click on Yes.

7. Launch the Kaltura My Media tool.

8. Click on the Manage Users tab located in the top black bar.

a.
b.
C.
d.

9. Locate the new user record that was created.
10. Evaluate the User ID field to determine if it has the same format as it had with LTI

1.1.
o If YES, then you can use the default KAF settings.
o If No, then proceed to the section on Inspecting the LTI Launch.

Order of operations

Kaltura first checks if ItiUserldAttribute has a configured value. If not set, or if the
specified attribute is missing in the LTI launch, Kaltura then looks for configurations in
the Itil3UserldClaim and Itil3UserldClaimProperty fields and attempts to use the

attribute based on these values.

Rules for configuring the Itil3UserldClaim and Itil3UserldClaimProperty
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e To make sure Kaltura uses the Itil3UserldClaim and Itil3UserldClaimProperty, the
ItiUserldAttribute value should be blank.

e When configuring the Itil3UserldClaim, you need to use the full claim URL displayed
in the LTI launch, for example, https://purl.imsglobal.org/spec/Iti/claim/custom

e [tiUserldClaim must have a valid value in order for Itil3UserldClaimProperty to be
used.

e [tiUserldClaimProperty should be the exact value as it appears in the JWT, for
example, custom_username

Inspecting the LTI 1.1 Launch

The following steps are for use with Google Chrome.
;@5 Your browser inspect layout may be different than the images below.

1. Log into your LMS as a user enrolled in a course.

A\ Do not use an account that uses the same user id as a Kaltura KMC (Kaltura Management Console) account.

2. Launch the Kaltura My Media tool.
3. Launch the browser developer tools also referred to as the browser inspect.
4. In the browser inspect tool click on the Network tab.
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5. Click on the clear icon to clear the inspect window.
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G Devlools - canvas kaltura.com/courses/361/external_tools/ 3802
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In the browser inspect tool filter box, enter my-media.

G DevTools - canvas.kaltura.com/courses/668/external_tocls /2684
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Refresh the browser window where My Media is displayed. The inspect window
should populate with information regarding the My Media launch

In the browser inspect tool Name column click on my-media.

A frame will open with the launch information.

Click on the Payload tab to see all the attributes that are passed from the LMS

during the launch.

10. Scroll down to find the attribute that contains the user ID value you want to use.
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context_label: DLS-v-151
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custom_canvas_course_id: 663
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Inspecting the LTI 1.3 launch

;@s The following steps are for use with Google Chrome.

Inspecting the LTI 1.3 launch will require using tools to decrypt oauth2-launch. There
are two options:

Option 1

1. Log into your LMS as a user enrolled in a course.

A\ Do not use an account that uses the same user id as a Kaltura KMC (Kaltura Management Console) account.

2. Launch the Kaltura My Media tool.
3. Launch the browser developer tools also referred to as the browser inspect.
4. In the browser inspect tool click on the Network tab.
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5. Click on the clear icon to clear the inspect window.
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6. In the browser inspect tool filter box, enter oauth2.
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. Refresh the My Media page displayed in the browser.
8. In the browser inspect tool name column, click on oauth?2.
A frame will open with the launch information.

Click on the Payload tab to display the encrypted Id token.
10.

Place your cursor in the Payload frame and right click your mouse.
11.

Click the Copy Value button that is displayed.
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12. In a separate browser tab go to https://jwt.io.
13. On the jwt.io Debugger page, clear the Encoder frame, then paste in the ID token

payload you copied in steps 9 and 10.

LEARN MORE ABOUT JWT

Debugger /

Warning: JWTs are credentials, which can grant access to resources. Be careful where you paste them! We do not recerd tokens, all validation and debugging is dene on the client side.

Algorithm  Rs256 |

Encoded [Pﬂsm Ve ] Decoded /

//’ HEADER: ALGORITHM & TOKEN TYPE |
eyJBeXA101JKVI01LCIhbGe101JSUZzITNLIIsImt
pZCI6TjIwMiMtMDctMDFUMDASMDAGMDBaXzU2M]
I3ZGNhLTdmYTATNGVmMMy ThZGVmLTNjOTCcSMTFjO alg': “RS2SEY, {
TRIMSJ9.eyJodHRwczovL3B1ecmwualW1zZ2xvYmF
sLm9yZy9zcGYjL2xBaS9jbGFpbSO9tZXNzYWd1X3
R5cGU101JMAGLSZXNvdXJ]ZUxpbmtSZXF1ZXNBI |
iwiaHROcHMGLy9wdXJsLmltc2dsb2JhbCSvemey PAYLOAD: DAT /
c3B1Yy9sdGkvY2xhaWdvdmVyc21vbiI6eTIjEuMy4
wIliwiaHRBcHM6Ly9wdXJsLmltc2dsb2JhbC5vem
cvec3BlYy9sdGkvY2xhaWBvemVzb3VyY2VfhGlua
yI6eyJpZCI6TjdiZjk1ZTQyNjM30GEWMWNQZzODZm
NTFmY jk1Y¥zVINmR1Yzd10DUzYzkiLCJKZXNjcml

W] i T Sl ob ™ i bl ARG ] (MMt e

14. The decrypted payload will be displayed in the right-hand frame.
15. Scroll down to find the Claim and Property values you want to use.
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Option 2

@5 In order to use this option, you will need to add the LTI Debugger extension to Google Chrome which is available
on the Google Chrome Web Store.

1. Log into your LMS as a user enrolled in a course.
Do not use an account that uses the same user id as a Kaltura KMC (Kaltura
Management Console) account.
Launch the Kaltura My Media tool.

Launch the browser developer tools also referred to as the browser inspect function.

In the browser inspect tool click on the LTI Debugger tab.

G DevTools - canvas kaltura.com/courses/861/external_tools/5802

ik [0 Elements Console  Sources MNetwork Performance Memory  Application Security Lighthouse LTI Debugger

Search X @ @Y Q Preserve log | [ Disable cache Nothrotting ¥ T | L &

Aa = I:IG C“:ilter | [ Invert [ Hide data URLs All | Fetch/XHR JS CSS Img Media Font Doc WS Wasm Manifest Ot
10 ms 20 ms 0 ms 40 ms S0 ms

——

_ —— — e —— — e e

5. Click on the clear icon to clear the inspect window.

G Devlools - canvas. kaltura.com/courses/861/external_tools/5802

|

Search * @ @ . h 4 Q. Preserve log (] Disable cache

HG G| Filter O Invert [ Hide data URLs
(] Blocked Requests [ 3rd-party requests

‘e [0 Elements Console Sources Metwark Performance K
i

| 10 s 20 s 30 s

e —— g, ———_.---I

6. Refresh the My Media page displayed in the browser.

7. In the browser developer tool click on the green Launch button that is now
displayed.
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https://chrome.google.com/webstore/detail/lti-debugger/cpjdeioljkbgkldnbojoagdoiggnlhll

= kaltura

8. A frame will open and the LTI Claims and Properties attributes are displayed under

the Request section.

9. Click on the arrow icon or the ... to expand a Claim and view the properties.

10. Scroll down to find the Claim and Property values you want to use.

& DevTools - canvas kaltura.com/courses/861/external_tools/5802

s [0 Elements  Console  Sources Network Performance Memory  Application Security Lighthouse LTI Debugger

POST https://canvasltitest3 kaf kaltura.com/hos

GET  hitps/canvas.kaltura.com/api/ltifauthori

GET https://canvas.kaltu

com/api/lti/authori
kaltura.com/host

> Request Headers

|

> Response Headers

utfB: %E23:0C3:92

authe _token: zFod3M1L0R2<iM9c%2 BKAzoSCMB64dZt3upiNel %2BFWT atEFbuhR3:2BifPXFAAT L2 Xk¥vlQny IRmjHvTvkW28Y3 2w33D%3D
state: eylpdiloinJOXC85cWhPZXp3RnQ2azBriMkRKUmMhBPTOILCI2YWx1Z5161)/UQZNWSEPRiS20yN3h0NmFpbHImeXFgMUSUSDARQzZncWIKVTVoT Vi
Iti_storage target: _parent

id_token:

* "payload” : {

: "LtiResourcelinkRequest”

"https://pur f1tijclaim/message

—

"https://purl fspec/ltijclaim/version” :

» “https://fpurl pec/lti/claim/resource_link™ : {a s o} }
"22650800080000367 "
"https://purl obal.org/spec/lti/claim/deployment_id” : "S862:f35a5FFIB3bI35d9efT7cTAS65e4b5074028R12c" \
“exp” : 1691546825 /
: 1691543225
"iss" : "https://canvas.instructure.com” .

~58ebze289bebdazaf63e96a68h94396C"

|
"d1630ea-69b0-4d72-9d78-be6asdbFagne”
"https://purl al.org/spec/lti/clain/target_link_uri” : "hrtps://canvasltitestd.kaf.kaltura.com/canvas/index/launch/target/
b "https:/ /1tifclaim/context” : {o s s}
b “https felaim/tool_platform™ : {a s s}
b “https felaim/launch_presentation” : e s s} \
ﬂ
https:// felaim/roles” : [os o]
hteps://purl felaim/custon” : {
"canvas_user_id 38"
"canvas_course_id" : "861" \
| "canvas_user_login_id" : "Jack.Sharon@kaltura.con”
}
sglobal.org/spec/1lti/clain/1till_legacy_user_id" : "25566f11efbac12194289dd9cSedfdcadesedsia”

e —— e — — e,
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