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Configuring the Kaltura User ID Value to Use with Your LMS
Integration

Last Modified on 08/09/2023 4:18 am IDT

Overview

With the Kaltura LMS integration, user ID records are passed from the LMS to Kaltura in
the LTI Launch. When using LTI 1.1 as the authentication method value
(KAF>Hosted>authMethod=lti) for Kaltura, admins can use the Kaltura Application
Framework (KAF) Hosted module's "ItiUserldAttribute" field to set the value for which LTI
attribute to use for the user ID value.

With LTI 1.3 the user ID attribute is in the form of a JWT claim key/value pair in a JSON
object. In certain cases, the desired LTI attribute may be a nested claim instead of a
simple string claim at the first level.

Kaltura has introduced two new fields to the KAF Hosted module that allow admins to set
which claim key/value pair to use for the username value in KAF. The fields are exposed
when "authMethod" is set to LTI 1.3 (KAF>Hosted>authMethod=Itil.3).

Itil3UserldClaim - The LTI Claim from which the user ID should be taken.

Itil3UserldClaimProperty - The property from the claim from which the user ID should
be taken.

Which KAF Fields to Use

With LTI 1.1, the user ID value is controlled by the KAF>Hosted>ItiUserldAttribute field.
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ItiUseridAttribute The LTI attribute from which to take the user 1D from. If not specified, user_id will be
used
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With LTI 1.3, the user ID value is controlled by either using the
KAF>Hosted>ItiUserldAttribute field, or the Itil3UserldClaim / Itil3UserldClaimProperty
fields.

used.

Iti13UserldClaim Configure a claim, from which the user |D should be taken from. The following field /
Iti13UserldClaimProperty (for ‘claim property’) must also be configured for this to i
function property. \

Iti13UserldClaimProperty Please fill up ti13UseridClaim first. Select which property from the configured claim
should the ‘user ID' be taken from /
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A\ IMPORTANT! In order to use the lti13UserIDClaimProperty, the Itil3UserldClaim field must be populated. Make
sure to read the Order of Operations section below.

Why Is This Important?

In Kaltura many data objects include a reference to user ID. These include:

e Entry owner

e Playlist owner

e Entry co-publishers

e Entry co-editors

e Entry co-viewers

e Entry cue points

e Category and channel owners
e Category members (includes channel subscribers)
e Groups members

e Analytics

e Comments

A\ \MPORTANT! During the initial implementation of Kaltura, it is important that your organization determine which
LTI attribute should be used for user ID. When upgrading from LTI 1.1 to LTI 1.3, it is very important to make sure that
the attribute that has been used with LTI 1.1 is still available or contains the same value in LTI 1.3.

Determining the Correct LTI Attribute

The LTI specification uses user_id as the default attribute for the user ID value.
However, in most cases this attribute does not contain a value that is in a format that is
Kaltura admin or user friendly.

Kaltura has included in the KAF instance for each LMS type a default value for the
ItiUserldAttribute and the Itil3UserldClaim and Itil3UserldClaimProperty fields
depending on the type of KAF and whether your KAF is configured to use LTI 1.1 or LTI
1.3. If the LTI attribute listed as the value in these fields is not creating user ID values
that your organization has decided to use in Kaltura, they can be changed based on
what is available in the LTI launch for the Kaltura external learning tools you have
implemented with your LMS.

How to Determine Which Attributes Are Available and Which To Use

The LTI attributes that are available for you to use for the user ID value in Kaltura are
contained in the LTI launch for each Kaltura tool.
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A\ Note: The following steps are for use with the Google Chrome browser when performing the steps in this section.

Your steps may be different if a different browser is used.

New Kaltura LMS Integration

1. Complete the integration of Kaltura with your LMS.

2. Log into your LMS as a user enrolled in a course.
Do not use an account that uses the same user id as a Kaltura KMC (Kaltura
Management Console) account.

3. Launch the Kaltura My Media tool.
If this is the first time that the user has launched a Kaltura tool a message will be
displayed requesting you to accept authorization, and a user record will be
automatically created in Kaltura.

4. Login to your KAF Admin Console by going to https://{your KAF _URL}/admin.

5. Click on the Manage Users tab located in the top black bar.

MANAGE CONFIGURATION MANAGE USERS MANAGE GROUPS KNOWLEDGE BASE CLEAR THE CACHE GO TO SITE

6. In the User Management page, locate the user record that was created.

User ID First Name Last Name Role Email Extra data Status. Actions
O jsstudenti Bess Tanbritest privateOnlyRole jzstudent @mailinator com Active Actions
O Jzo000002 Jax Sharon privateOnlyRole Jack Sharon@kaltura com Active | | Actions
0 .10000001 Jack Sharon privateOnlyRole Jack Sharon@kaltura. com Active Actions
O f:’ sharon@gmall.c Jax Sharon privateOnlyRole Jjax sharon@gmail. com Active Actions

7. Evaluate the User ID field to determine if it has the correct format.
a. If YES, then you can use the default KAF settings.
b. If No, then proceed to the section below on Inspecting the LTI Launch.

After Upgrading from LTI 1.1 to LTI 1.3

1. Complete the LTI upgrade process.

2. Log into your LMS as a user enrolled in a course.
Do not use an account that uses the same user id as a Kaltura KMC (Kaltura
Management Console) account.

3. Login to your KAF Admin Console by going to https://{your_KAF_URL}/admin.

If on logging in you receive a a message requesting you to accept authorization,

that is an indicator that you have an issue with user ID matching.

4. Click on the Manage Users tab located in the top black bar.

MANAGE CONFIGURATION MANAGE USERS MANAGE GROUPS KNOWLEDGE BASE CLEAR THE CACHE GO TO SITE
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5. Locate the user record for the user account you used in step 2.

0 UserID First Name Last Name Role Email Extra data Status. Actions
O jestudentt Bess Tanbritest privateOnlyRole jgstudenti @mailinator.com Active Actions
O Jzo000002 Jax Sharon privateOnlyRole Jack Sharon@kaltura com Active | | Actions
O 10000001 Jack Sharon privateOnlyRole Jack Sharon@kaltura, com Active Actions
O J:,‘ sharon@gmail.c Jax Sharon privateOnlyRole Jjaxsharon@gmail com Active Actions

6. Delete the user record in KAF.

A\ Deleting the user record in KAF will not have any effect on existing entries or data records in Kaltura. The LTI

integration will automatically create a new user record the next time the user launches one of the Kaltura tools.

a. In the User Management page, locate the user record you want to delete.
b. Click on the Actions button.
c. In the Actions menu, click on Remove from site.
d. In the Delete User popup box, click on Yes.
7. Launch the Kaltura My Media tool.
8. Click on the Manage Users tab located in the top black bar.
9. Locate the new user record that was created.
10. Evaluate the User ID field to determine if it has the same format as it had with LTI
1.1.
a. If YES, then you can use the default KAF settings.

b. If No, then proceed to the section on Inspecting the LTI Launch

Order of Operations

Kaltura will first look to see if ItiUserldAttribute has a value and if not configured or if the
attribute that is set as the value is not found within the LTI launch, it checks if the other
pair (Itil3UserldClaim/Itil3UserldClaimProperty) are configured and will attempt to use
the attribute based on the values for these fields.

Rules for Configuring the Itil3UserldClaim and Itil3UserldClaimProperty

e To make sure Kaltura uses the Itil3UserldClaim and Itil3UserldClaimProperty the
ItiUserldAttribute value should be blank.

e When configuring the Itil3UserldClaim you need to use the full claim URL displayed
in the LTI launch. ex. https://purl.imsglobal.org/spec/Iti/claim/custom

e [tiUserldClaim must have a valid value in order for Itil3UserldClaimProperty to be
used.

o [tiUserldClaimProperty should be the exact value as it appears in the JWT.

ex. custom_username
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Inspecting the LTI 1.1 Launch

The following steps are for use with Google Chrome. Note, your browser inspect layout
may be different than the images below.

1. Log into your LMS as a user enrolled in a course.
Do not use an account that uses the same user id as a Kaltura KMC (Kaltura

Management Console) account.
Launch the Kaltura My Media tool.
Launch the browser developer tools also referred to as the browser inspect.

In the browser inspect tool click on the Network tab.

G DevTools - canvas.kaltura.com/courses/668/external_tools/2684 (
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5. Click on the Clear button to clear the inspect window.

@ DevTools - canvas.kaltura.com/courses/261/extemal_tools/5802 {
E_r\-' o Elements Console Sources l\etwork Performance K

Search x @. Y Q Preserve log [0 Disable cache
s [[c ¢ Fier O Invert [ Hide data URLs

[ Blocked Requests [ 3rd-party requests

I 10 ms 20 ms 30 ms ?
C— —_'___________,-—h.______'_"
6. In the browser inspect tool filter box enter my-media.

e DevTocls - canvas.kaltura.com/courses/668/external_tools/2684 ||

‘e [0 Elements Console Sources MNetwork Performance Me?

Search @ A ¥ O erve log | [ Disable cache No
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| 20000 ms 40000 ms 80000 ms |

|
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7. Refresh the browser window where My Media is displayed. The inspect window
should populate with information regarding the My Media launch

8. In the browser inspect tool Name column click on my-media.
A frame will open with the launch information.

9. Click on the Payload tab to see all the attributes that are passed from the LMS during

the launch.
10. Scroll down to find the attribute that contains the user ID value you want to use.

Copyright © 2024 Kaltura Inc. All Rights Reserved. Designated trademarks and brands are the property of their respective owners. Use of this document
constitutes acceptance of the Kaltura Terms of Use and Privacy Policy.



= kaltura

@ DevTools - canvas.kaltura.com/courses/568/external_tools/2684 /

fK [0 | Elements Console Sources  Network Performance  Memory  Application  Security Lighthouse LTI Debugger

Search X | @ @ | Y Q M@ Preservelog [ Dissblecache Nothrotting ¥ & 1L & |‘

A2 = (|G C([mymeda @] O et O Hidedata URLs All | Fetch/XHR IS CSS Img Media Font Doc WS Wasm Manifest Other () Has blocked cookies Dﬁ

[ 3rd-party requests \

| 20000 ms. 40000 ms. 50000 s 80000 ms 100000 ms 120000 ms 140000 ms 160000 ms 130000 m;l
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T runn vdid ot e VIEW URL-ENLOUEy
my-media
- L5 oauth_consumer_key: 1688742 /
S

oauth_signature_method: HMAC-SHAL

oauth_timestamp: 1691548292 I
oauth_nonce: mzgwioQocCoZTc35C5C22eZUn4INileVqoQLizil [
oauth_version: 1.8 |
context_id: ed4e@ffd@dE792d26235abeB7e64db2cEDBDB1E56

context_label: DLS-V-151

context_title: Developing Leadership Skill - CCSHH /
custom_canvas_api_domain: canvas.kaltura.com /
custom_canvas_course_id: 668

custom_canvas_enrollment state: active |

custom_canvas_user_id: 34

custom_canvas_user_login id: Jack.Sharon@kaltura.com /

custom_canvas_workflow_state: available

ext_roles: urn:lti:instrole:ims/lismdministratur,urn:lti:instrnle:ims!lis/lnstructor‘,urn:lf‘
t,urn:1ti:role:ims/1is/Instructor,urn: 1ti: sysrole:ims/1is/User |
launch_presentation_document _target: iframe f

e e e e | Jaunch presetation heinhts e e e

Inspecting the LTI 1.3 Launch

The following steps are for use with Google Chrome.

Inspecting the LTI 1.3 launch will require using tools to decrypt oauth2-launch. There
are two options.

Option 1:
1. Log into your LMS as a user enrolled in a course.
Do not use an account that uses the same user id as a Kaltura KMC (Kaltura
Management Console) account.
Launch the Kaltura My Media tool.
Launch the browser developer tools also referred to as the browser inspect.
In the browser inspect tool click on the Network tab.
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5. Click on the Clear button to clear the inspect window.
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@ DevTools - canvas.kaltura.com/courses/861/extemal_tools/5802

‘e Lo Elements Console Sources MNetwork Performance
Search X @ Y Q Preserve log [ Disable cache

aa = [IC ¢ Fiter O Invert [ Hide data URLs
[ Blocked Requests [ 3rd-party requests

I 10 ms 20ms 30 ms 4(’

6. In the browser inspect tool filter box enter oauth?2.

@ DevTools - canvas. kaltura.com/courses/861/external_tools/5802 (

Elements Console Sources Metwork Performancs
X @ @Y Q Preserve log | [ Disable ca

Aa I]G E oauth? Q) |D Invert (] Hide data
" Blocked Requests || 3rd-party requests

I 10 ms 20 ms 30 ms

S
7. Refresh the My Media page displayed in the browser.
8. In the browser inspect tool Name column click on oauth?2.
A frame will open with the launch information.
9. Click on the Payload tab to display the encrypted Id token.
10. Place your cursor in the Payload frame and right click your mouse.
11. Click the Copy Value button that is displayed.

© Devools - canvasikaltura.com/courses/861/external tools/5802

{¥ LB | Elements Console Sources Network Performance  Memory  Application  Security  Lighthouse LTI Debugger
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12. In a separate browser tab go to https://jwt.io.
13. On the jwt.io Debugger page clear the Encoder frame and paste in the id token
payload that your copied in steps 9 and 10.
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Craftod by Rg#auth@

LEARN MORE ABOUT JWT

Debugger

Warning: JWTs are credentials, which can grant aceess to resources. Be caroful where you paste them! We do not record tokens, all validation and debugging is done on the cliont side.

Algarithm | Rs256

Encoded [P?S'E Hm] Decoded

HEADER:

PAYLOAD

c3B1Yy9sdGk

wIliwiaHR@cHM6L:
cvc3BlYy9sd
yI6eyJpZCI6Ijd

14. The decrypted payload will be displayed in the right-hand frame.
15. Scroll down to find the Claim and Property values you want to use.
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Option 2:

In order to use this option, you will need to add the LTI Debugger extension to Google
Chrome which is available on the Google Chrome Web Store.

1. Log into your LMS as a user enrolled in a course.
Do not use an account that uses the same user id as a Kaltura KMC (Kaltura
Management Console) account.
Launch the Kaltura My Media tool.
Launch the browser developer tools also referred to as the browser inspect function.
In the browser inspect tool click on the LTI Debugger tab.

G DevTools - canvas kaltura.com/courses/861/external_tools/5802

i¥ [0 | Elements Console Sources Network Performance  Memory  Application  Security Lighthouse | LTI Debugger

Search X @ @ | Y Q| @ Presenelog | [ Disablecache Nothrotting ¥ = | & &
aa 2 [JC CfFer ] Olimvent O HidedataURLs All | Fetch/XHR IS CSS Img Media Font Doc WS Wasm Manifest Of
10ms 20ms 0me 40 ms 0ms 60 ms.

5. Click on the Clear button to clear the inspect window.
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@ DevTools - canvas. kaltura.com/courses/861/external_tools/5802

Search X @ Y Q, Preserve log [[] Disable cache
Aa * HC‘: G| Filter [ 1nvert (J Hide data URL
[J Blocked Requests (] 3rd-party requests
I 10 me 20 s 30 ms

‘® [o Elements Console Sources Network Performance (
7

‘_______.--—'_———___,..-"'_'_“' e T

6. Refresh the My Media page displayed in the browser.
7. In the browser developer tool click on the green Launch button that is now displayed.
8. A frame will open and the LTI Claims and Properties attributes are displayed under
the Request section.
9. Click on the arrow icon or the ... to expand a Claim and view the properties.
10. Scroll down to find the Claim and Property values you want to use.

@ DevTools - canvas.kaltura.com/courses/861/extemal_tools/5802

i

ik [0 | Elements Console Sources Metwork Performance  Memory  Application  Security Lighthouse LTI Debugger
POST  httpsy//canvasititestd kaf kaltura.com/hos]
Redirect GET  httpsi//canvas.kaltura.com/api/lti/authorig
GET  httpsi//canvas.kaltura.com/api/lti/authori

e

- Request Headers

- Response Headers

https://canvasititest3 kaf.kaltura.com/host [ EFERT IS

authenticity_token: zFod3M1LOR2siM9c%2BKAz0SCMBB64dZtIupiNel%2BFWTatEFbuhR3%2 BifPXE4ATLx2XkYvIQny 1 RmjHvTvkW28Y32w2%3D%3D
state: ey)pdil6in/OXCB5cWhPZXp3RnQ2azBrMKRKUmMhBPTOILCI2YWx 1 ZSI61jUQZNWSERIS20yN3hONmFpbHImeXFqMUIUSDAROzZNcW 1KV TVo TV
Iti_storage_target: _parent

id_token:

* "payload” : {

“https://purl bal.org/spec/lti/clain/message

: "LtiResourcelinkRequest™

“https://purl.imsglobal.org/spec/lti/clain/version” :

e

* "hteps://purl.imsglobal.org/spec/lti/claim/resource_link™ @ {a s )}
"22650000000000367"
"22650800008000367 "
"https://purl.imsglobal.org/spec/lti/clain/deployment_id™ : "5882:F35a5ff383b335d9ef77C7856504b587da28812c"

"exp” : 1691546825

3225

“https://canvas.instructure.con”

S

: "5gehle2@0bebdalsfele6acehad06c”

|
“sub” : "d1fS38Bee-6IbE-4d72-9d78-bEsasdbFaTEE"
“https://purl bal.org/spec/1ti/claim/target_link_uri® : "https://canvasltitest3.kaf.kaltura.com/canvas/index/launch/target/
* "hteps://purl.imsglobal.org/spec/lti/claim/context” : oo e}
b “hteps://purl c/1ti/clain/tool_platforn” : {s s e} {
v “hteps://purl.i c/1ti/clain/launch_presentation” : {s s »} \
ﬂ
c/1ti/clainfroles” : [+o 4]
c/1ti/clain/custan” : {
canvas_course_id 851 \
| “canvas_user_login_id" : "Jack.Sharongkaltura.com"
}
“https global.org/spec/lti/clain/1till_legacy_user_id" : "25560f11efbac12194289dd9c5edfacadesedsia”
e e —— e e
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