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Firewall whitelist requirements

This document pertains to SaaS clients only and does not apply to OnPrem or Regional Cloud customers.  
Those clients would need to work with their PM / CSM to obtain this list for their environment.

NOTE: The best practice is NOT to use IP addresses as these can change frequently in the cloud.
 Customers should create new whitelists using the list of Domains and ports as mentioned below.

The Kaltura Edge Server (KES) utilizes the following network ports and domains.

KES to Cloud Communication

Port Source    Destination    Domain / Notes

80 and 443  Kaltura Edge Server  Kaltura Cloud  

http(s)://*.kaltura.com
If no wildcards allowed;
cfvod.kaltura.com
cdnapi.kaltura.com
klive.kaltura.com
www.kaltura.com
fstlive.kaltura.com
cdnapisec.kaltura.com
fstlive.kaltura.com
ecdnmonitor.kaltura.com
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