
Copyright ©️ 2024 Kaltura Inc. All Rights Reserved. Designated trademarks and brands are the property of their respective owners. Use of this document
constitutes acceptance of the Kaltura Terms of Use and Privacy Policy.

1

Configuring LDAP Authentication and Authorization
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To learn more about integrating your LDAP server for authenticating users and
authorizing user access to MediaSpace with a specific application role, refer to Kaltura
MediaSpace Authentication and Authorization Solutions – Overview and Kaltura
MediaSpace LDAP Integration Guide.

To configure user authentication through your LDAP server

1. On the Configuration Management panel of the Kaltura MediaSpace Administration
Area, open the Auth tab.
After you complete and verify the following steps, click Save.

2. Under authNAdapter, select LDAP AuthN.

3. Select your preferences for the common login options.
4. Under refreshDetailsOnLogin, select your preference.

This option affects the updating of the user’s first name, last name, and email
address (when provided) from your LDAP system upon every login.

5. Under ldapServer:
a. Select the LDAP Server access and bind settings.

Your bindMethod selection will affect the information you need to provide for
authenticating the user.

http://knowledge.kaltura.com/help/kaltura-mediaspace-authentication-and-authorization-solutions-overview
http://knowledge.kaltura.com/help/mediaspace-ldap-integration-guide
http://knowledge.kaltura.com/help/auth
http://knowledge.kaltura.com/help/auth#authNAdapter
https://dyzz9obi78pm5.cloudfront.net/app/image/id/5d5b492ded121c870b6c0f45/n/kms4-setup-configmanager-ldapauthn.png
https://app.knowledgeowl.com/kb/article-preview/id/5d511e746e121c2111066615/aid/5ecd63a78e121cd23122feb1#enabling-common-login-configurations
http://knowledge.kaltura.com/help/auth#refreshDetailsOnLogin
https://dyzz9obi78pm5.cloudfront.net/app/image/id/5d5b492ded121c870b6c0f46/n/kms4-setup-configmanager-refreshdetailsonlogin-yes.png
http://knowledge.kaltura.com/help/auth#ldapServer
http://knowledge.kaltura.com/help/auth#bindMethod
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LDAP Server Configuration – bindMethod selection

LDAP Server Configuration - Direct Bind options

LDAP Server Configuration - Search before Bind options
b. Select the LDAP attributes for first name, last name and email address.

Populating the user’s first and last name is used for several MediaSpace options
that require the user name.
The email address is optional. This field is useful for user management and for
future features (such as email notifications).

https://dyzz9obi78pm5.cloudfront.net/app/image/id/5d5b492ded121c870b6c0f47/n/kms4-setup-configmanager-ldapserverconfigurationbindmethod.png
https://dyzz9obi78pm5.cloudfront.net/app/image/id/5d5b492eed121c870b6c0f48/n/kms4-setup-configmanager-ldapserverconfigurationdirectbind.png
https://dyzz9obi78pm5.cloudfront.net/app/image/id/5d5b492eed121c870b6c0f49/n/kms4-setup-configmanager-ldapserverconfigurationsearchbeforebind.png
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LDAP Server Configuration - Email options
6. If you are using your LDAP server to authorize user access to MediaSpace with a

specific application role, continue with the next procedure. If not, select a different
authorization method.

To configure user authorization through your LDAP server

1. On the Configuration Management panel of the Kaltura MediaSpace Administration
Area, open the Auth tab.
After you complete and verify the following steps, click Save.

2. Under authZAdapter, select LDAP AuthZ.

3. Under refreshRoleOnLogin, select your preference.
This option affects the updating of the user’s role from your LDAP system upon
every login.

4. Under ldapOptions, select your preferences for getting the list of groups in which the
user is a member.
This option is used to determine the user's MediaSpace Application Role.
Under groupsMatchingOrder, enter the order for matching MediaSpace roles to
LDAP groups. The order determines whether the strongest or weakest role is
mapped first.
Your groupSearch selection will affect the information you need to provide.

https://dyzz9obi78pm5.cloudfront.net/app/image/id/5d5b492fed121c870b6c0f4a/n/kms4-setup-configmanager-ldapserverconfigurationemail.png
http://knowledge.kaltura.com/help/auth
http://knowledge.kaltura.com/help/auth#authZAdapter
https://dyzz9obi78pm5.cloudfront.net/app/image/id/5d5b492fed121c870b6c0f4b/n/kms4-setup-configmanager-ldapauthz.png
http://knowledge.kaltura.com/help/auth#refreshRoleOnLogin
https://dyzz9obi78pm5.cloudfront.net/app/image/id/5d5b4930ed121c870b6c0f4c/n/kms4-setup-configmanager-refreshroleonlogin-yes.png
http://knowledge.kaltura.com/help/auth#ldapOptions
http://knowledge.kaltura.com/help/auth#groupsMatchingOrder
http://knowledge.kaltura.com/help/auth#groupSearch
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LDAP Authorization Options - Get Groups from User

LDAP Authorization Options - Get User from Groups
5. Under ldapGroups, select your preferences to define the mappings between the

groups defined in your LDAP server and the MediaSpace Application Roles.

https://dyzz9obi78pm5.cloudfront.net/app/image/id/5d5b4930ed121c870b6c0f4d/n/kms4-setup-configmanager-ldapauthorizationoptionsgetgroupsfromuser.png
https://dyzz9obi78pm5.cloudfront.net/app/image/id/5d5b4930ed121c870b6c0f4e/n/kms4-setup-configmanager-ldapauthorizationoptionsgetuserfromgroups.png
http://knowledge.kaltura.com/help/auth#ldapGroups
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